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pfSense firewall rules
WAN

Protocol Source Destination Port Description

UDP * This Firewall 87016

TCP * 192.168.100.140 80 (HTTP) NAT

TCP * 192.168.100.140 443 (HTTPS) NAT

* SEVERNET net 192.168.10.254 * Modem

UDP * WAN address 1194(OpenVPN OpenVPN Home wiz

TCP * 192.168.100.141 25 (SMTP) NAT

TCP * 192.168.100.141 110 (POP3) NAT

TCP * 192.168.100.141 143 (IMAP) NAT

TCP * WAN address 80 (HTTP)  

TCP * WAN address 443 (HTTPS)

TCP * 192.168.100.141 587 (SUBMISSION) NAT

TCP * 192.168.100.141 465 (SMTP/S)

993 (IMAP/S)

995(POP3/S)

SERVERNET
Protocol Source Destination Port Disc.

* * 192.168.42.0/24 *

* 192.168.100.0/24 * *

* SERVERNET net * *

 


